542557 W) moE R Vol.42 No.7
2021 %7 H Journal on Communications July 2021

ETAREEFNFERMUERMRIFAR

BAM, magl kB s, fa !
(1. ORI SRR SHAR B, 2280 B8 230601; 2. ZZEAE WM 22 AR TIRSERE, 28 &8 230601;
3. ORI IR S B AR, 2H AIE 230601)

W OE: N TERER M R R AR TR RS (LBS) I L SEAL B R ) B, $R i — P T AR E
AR B T T AR L5 B 1 LBS AL SRR A (POD i, ARG HEAT BRI AR 4
MHTAE M POL it HRE TR 73 POT H T 1% POI R 3k 45 I I FA R 7E o FARKZELEIRRN I/ M5 B 5, BiEA
TG, RIGHE PO YIRACAE B MM A D . MK ETEL POLF BN, AR HATR:
R, HFRAERGTHU ELRTR A LBS AR REERIER. FESESEREY, Pty Zlid b RER
5 LBSP [FIBMEEL, AeS PO KBS B BB I nT Ae b, NI 2 s A R AL & R AR K.
KR AW ETALEIRS s BRI kER

PESZES: TP393.0

SCERFRIRAD: A

DOI: 10.11959/j.issn.1000-436x.2021132

Bus cache-based location privacy protection scheme
in the Internet of vehicles

CUI Jie'*?, CHEN Xuefeng', ZHANG Jing', WEI Lu', ZHONG Hong'**

1. School of Computer Science and Technology, Anhui University, Hefei 230601, China
2. Anhui Engineering Laboratory of IoT Security Technologies, Anhui University, Hefei 230601, China
3. Institute of Physical Science and Information Technology, Anhui University, Hefei 230601, China

Abstract: To solve the problem of real location leakage when vehicles use location-based service (LBS) on the Internet of ve-
hicles, a location privacy protection scheme based on bus cache was proposed. Firstly, a point of interest (POI) pool was ob-
tained from the LBS provider based on its route information. Then the data in the POI pool was selected form a POI list while
driving. Finally, the POI list was broadcast to surrounding private vehicles. After the private vehicle received the broadcast data,
it verified the identity of the bus and then stored the POI list in the vehicle’s local cache. When a private vehicle needed to
query POI information, it would first retrieve it in the local cache, and if the cache was missed, it would send a query request
to the LBS provider using the k-anonymity method. The simulation experiment results show that the proposed scheme can
reduce the possibility of leakage of the real location of the private vehicle by reducing the number of communications be-
tween the private vehicle and the LBSP, thereby effectively improving the privacy protection level of the private vehicle.
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